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WHAT ARE THE OPPORTUNITIES FOR 
BLOCKCHAIN IN SPACE?
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BLOCKCHAIN FOR SPACE

• IoT over satellite 

• Space missions supply chain

• System engineering design integrity 
management

• Resilient Networking and Computing 
Paradigm

• Distributed Spacecraft Mission 
Definition

• Satcom Pooling and Sharing
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First experimentations and approaches
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IOT OVER SATELLITE

IoT ecosystems can largely benefit from 
the application of blockchain
technologies.
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IOT OVER SATELLITE
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RHEA Group conducted a study and developed a PoC about the 
application of blockchain technologies to a satcom IoT ecosystem
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IOT OVER SATELLITE

7

Blockchain‐based IoT ecosystem Blockchain in GS network

November 15, 2018



Blockchain‐based IoT ecosystem

ioT over Satellite: possible application of blockchain technologies 8

IOT OVER SATELLITE
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IOT OVER SATELLITE

ioT over Satellite: possible application of blockchain technologies 9

• Data Integrity in the whole IoT ecosystem (potentially including TC/TM for the Satcom)
• Fraud protection in the resulting transactions ledger
• Centralized certificate authority or cross‐certification methods not needed
• The IoT network, being distributed, is far less exposed to malicious attacks
• Consensus mechanism could be used to validate data and act as a sort of anomaly detector
• Smart contracts are digitally signed so they cannot be tampered
• Limitations on processing power/storage
• Limitations on bandwidth
To be seen which blockchain technology could be successfully applied to this scenario
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Blockchain‐based IoT ecosystem

Benefits/Limitations
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Blockchain in GS network

DDS owned by Satcom provider

IOT OVER SATELLITE
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IOT OVER SATELLITE
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Blockchain in GS network

DDS shared opt 1 – Consensus managed by Satcom provider
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IOT OVER SATELLITE
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Blockchain in GS network

DDS shared opt 2 – Consensus shared
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IOT OVER SATELLITE
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• Data Integrity in GS network
• Fraud protection in the resulting transactions ledger
• Centralized certificate authority or cross‐certification methods not needed
• Data Distribution System network, being distributed, is far less exposed to malicious attacks
• Smart contracts are digitally signed so they cannot be tampered

13

Blockchain in GS network

Security benefits
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IOT OVER SATELLITE
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• Auditability 
• Satcom provider would improve the level of trust of its service

• Client/insurances companies could participate the consensus mechanism or access a copy of the ledger 
• Smart contracts provide flexibility on data/User Terminals/Final Users management

• Data validation

• Billing

• Automatic actions triggered by IoT device messages
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Blockchain in GS network

Business benefits
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IOT OVER SATELLITE
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• Analyse maturity of the blockchain technology and its Hyperledger implementation
• Analyse usability, configurability and documentation of the Hyperledger implementation  
• Analyse security and business features
• Preliminary evaluation of the applicability within the known IoT context
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Blockchain in GS network

Main objectives of the Proof of Concept
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IOT OVER SATELLITE
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Blockchain in GS network – Proof of Concept
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IOT OVER SATELLITE
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Blockchain in GS network – Proof of Concept

Smart contracts

• IoT Device management

• IoT Devices/Users relationship

• Data storage and monitoring

• Data validation

• Digital signatures
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Blockchain in GS network
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Blockchain in GS network

Conclusions

• Current hype around blockchain is high

• From this PoC, supply chain benefits are evident

• Current blockchain technologies (especially permissioned) seem to be still a bit immature, 
but constantly improving

• Several technical aspects need to be further investigated

• Possible benefits applied to IoT ecosystem (and potentially, satellite IoT ecosystems) seem 
however to be tangible

• Further investigations: feasibility study, bigger scale PoC, additional research on use of 
consensus mechanisms for anomaly detection, smart contract analysis
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CONCLUSIONS
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QUESTIONS
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THANK YOU



IOT OVER SATELLITE ‐ CHALLENGES
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IoT and 
Blockchain
Challenges

Consensus 
algorithm

Privacy

Lack of 
Skills

Storage

Processing 
Power and 

Time

Scalability
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